] opc UA client

Directory
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+* 1 Drive the introduction

OPC UA Client

Data transmission communication through OPC UA client
driver (OPC UA Client) and OPC UA server (OPC UA Server)
communication connection

Drive the protocol

communication mode

PLC joggle Ethernet

Online simulation Support

Hardware wiring mode: If PLC does not communicate directly with HMI without HUB or SWITCH,
if communicating with HUB or HMI with SWITCH, direct connection or cross network cable can be
used.
A.Cross-over network wire wiring diagram
HMI Ethernet terminal Controller terminal
RJ45 RJ45

12345678

1TX+ (Orange
white)

2TX- (Orange)

3RX+ (Green
white)

3RX+ (Green
white)

6RX- (Green)

4BD4+ (Blue)

1TX+ (Orange
white)

5BD4- (Blue and
white)

4BD4+ (Blue)

6RX- (Green)

5BD4- (Blue and
white)

7BD3+ (Brown
white)

2TX- (Orange)

8BD3- (Brown)

7BD3+ (Brown
white)

8BD3- (Brown)

12345678




B.Direct connection to the network wire wiring diagram
HMI Ethernet terminal

RJ45

12345678

A W W
W W W
A W W
A W W ¥

1TX+ (Orange
white)

Controller terminal

RJ45

1RX+ ( Orange

2TX- (Orange)

white)

2RX- (Orange)

3RX+ (Green
white)

3TX+ ( Green

4BD4+ (Blue)

white)

4BD4+ (Blue)

5BD4- (Blue and
white)

5BD4- (Blue and

6RX- (Green)

white)

6TX- (Green)

7BD3+ (Brown
white)

7BD3+ ( Brown

8BD3- (Brown)

white)

8BD3- (Brown)

12345678

A W W Y
W W W

A W W
A W W ¥

s 2 HMI configure

»  Configuring driver protocols

Project

F X  BF B 1:Basic Window(1) ]

= [ HMI:FO70E-Pro (800x480)

£ SysemSet
Variable
Communication connection
- =@ COM
@ COMO :Not Used
&5 COM1 :Not Used
&5 COM2 :Not Used
- % Ethernet
= ¢ NETO

- OPC UA Client1
Device 1:192.168.210.140:

= o USE
* USB1 :Not Used

& 10T

£ Remote Access

& marT

s FTP

Database

5 NetDB
© UserSecurity

9, SecuritySettings

2 UserSetting

Br NETOE] =~ BF NETO[#&#1](OPC UA Client) [

Proto col/Device Name Type P Port
~ OPC UA Client
Device 1 MASTER 192.168.210.140 4840

BF Communicatio

Connected devices(HMI is master)

Company

OPC UA
» Param
» Support Devices

» Communication status settings

Add Controller | Number of controllers/PLC allowed 255

Number Controller Name
1 Device 1

B Specific controller settings

StationNo

1

Protocol

~ | OPC UA Client

Settting

opc.tep://192.168.210.140:4840

1P Address port
[=] TaskSchedul
askcheduls 192 168 z10 140 4840
3] GlobalControl
5 B Erengalarm ort URL Addr:opc tepi//192.168.210.140:4840
B, AlarmSetting Security
M And Record
oniter And Recor Security Strategy Security Mode
B_ AlarminformationTable
NONE NONE
100 sample
& Macro Verify
= ] Red
ecipe @ Log in anonymously
" Add Recipe

X

|| Device Manage

Operation

X

>

Import tag variables




BY Commun

Connected devices(HMI is master)

Company

OPC UA
P Param
» Support Devices

P Communication status settings

Add Controller Number of controllers/PLC allowed 255

Number Controller Name
1 Device 1

BT Symbol Import

Tag

MName

Protocol

- OPC UA Client

Settting

opc.tcp;//192.168.210.140:4840

Refresh Timeout 300

type NodelD

- s | Cloud Refresh

>

- Device Manage

Operation

Delete

X

Br Tag Editor

Tag Error Info

Name

- [

Root

-

.
HEEHE

Server

-

DeviceSet

PLC 1

-

Serverinterfaces

Imported data member number:1556,failed number:234

Data Type NodelD

Cloud Refresh

0K Cancel

The selected nodes will be synchronized to external variables

Project

T X
= L HMI:FO70E-Pro (800x480) -
- {} SystemSet
- [8 HMISet
NET0:192.168.0.100
ol GlobalSet
#, ProjectSet
G, HMITimer
& HMIAuthorize
| Globallnterlock
= Variable
L SystemVar
= [ ExternalVar
NETO[Device 1](OPC UA Client)

=@ InternalVar

L MemoryVar

BT B 1:Basic Window(1) ] = BT NETO[] = BT NETO[i2#1](OPC UA Client) B3
RegisterType: all type *  DataType: all Type -
VaribaleType: MNETO[Device 1](OPC UA Client) -

VarClass/VarName DataType Datalen(Bit/Byte bArray

~ NETO[Device 11(OPC UA Client)

* Serverinterfaces FALSE

b+ opc_serveriE] 370685 FALSE
b Server FALSE
» PLC_1 FALSE
+ DeviceSet FALSE

The PLC parameter configuration

IP address

The IP address of the opcua server

port number

opcua Server access port

security policy

Support for Baisic256




security mode Support for Signature,Signature & Encryption

Anonymous login No security verification is required

Username / password Not support in Kinco DtoolsPro V 1.7.3

s 3 External controller configuration

This manual server setup tutorial with Siemens TIA Portal as reference.

Project Edit View |Insert Online Options Tools Window Help

B saveproject | 3 ¥ X @ T [0 B & Goonline ¥ Gooffline | fo [N B > ]

Devices

P
3 I
= eate a new pro

Project name: |PFD]E'Ct1| |

» [ Card Reader/lUSB memory Path: |Df'- ||
Version: |V15 |v|

Author: |RDOOT4 |

Comment: d

|
2 r Create 1I| Cancel

(1) New projects;

(2) Set the name, path, click Create;

T4 Siemens - D:\Project1\Project1
Project Edit View Insert Online Options T

3 (W H saveproject @ ¥ =2 5 X 94

Add new device [X

Device name:

. PLC_1
Devices T

] - - —
£ vr_f] Controllers Ead) Device: ;
» [ 51MaTIC 57-1200
7 M e « [ SIMATIC 57-1500

Add new device ~ g
l:gn_ﬂ—ﬂ_iw—ki! i Centrollers ‘U
EVices § netwarks 4 » (@ cPU 15111 PN

» i Ungrouped devices (@ cPU1511C1 PN

CPU 1517-3 PNIDP

»
» 2§ Securitysettings » [l cPU1512C1 PN
» (3¢ cross-device functions D » [l CPU 15131 PN
» [gh Common data » [ CPU 15152 P 3 Article no.: 6ES7 517-3AP00-DABD
» 5] Documentation settings HMI » CPU 1516-3 PNIDP Version: V28 n
» rf@ Languages & resources "?ﬂc i
» [}5 Wersion control interface — Description:
» r‘-_m Online access » ([ CFU 1518~ PNIDP CPU with display; work memory 2 MB code L
» [ Card ReaderiUSE memory » [l CPU 15181 PNIDP ODK and 8 MB data; 2 ns bit cperation time; 4- 3
E ) stage protection concept, technology
» L CPU 1518-4 PNIDP WFP functions: motion control, closed-loop
PCsystems » "_f. CPU 1511F-1 PN centrol, counting and measuring; tracing;
= -~ - Runtime options; isochronous mode (central);
4 ’_‘E. SRS TIEN for all PROFINET interfaces: transport protocol
» LW CPUT515F-2 PN TCPIIP, secure Open User Communication, 57
» h CPU 1516F-3 PNIDP communication, 57 rg rding,
~ | Details view = . Web server, DNS clie er DA,
D 4 (@ TS e Client DA, methods, ©
] Fj. CPU 1518F-4 PNIDP specifications; 15t interface: PROFINETIO
» [l CPU 1518F-4 PNIDF ODK controller, supports RTIRT, performance
= . upgrade FROFINET V2.3, 2 ports, [-Device, MRP,
Tt b W CPU 151874 PRIDP WP MRPD, isochronous mode; 2nd interface:
» (@ cPU1s11ITA PN PROFINET IO controller, supports RT, F-Device;
» [l cPU 151572 P 3rd interface: PROFIBUS DP Master, 57
S S R communication, isochronous mode, 57 -
| R G routing; firmware V2.8
s : s
[ S T——
6
[w) Open device view ’ oK Cancel

(3) Click Add new Device;
(4) selection controllers;



(5) Select a controller with a OPC UA (available in the device description), or the CPU1517-3 PN /

PD;

(6) After selecting, click OK, the device is complete;

* | ] Project1
ﬁb' Add new device

g Devices & networks

&

~ (g PLC_1[CPU 1S
Y pevice cor|
ﬂ Cnline &d

[& Traces

[i@ oPcuAco

Change device

Cpen
Open in new editor

; Go to topology view
EE‘U Go to network view

4 ﬁ Software u i
= Open block/PLC data type...

» g Program b

» ETechnolog :{ Cut

» External s —:_5 Copy

» [Q PLCtags |3 Faste

¢ [ PLC data tf % Delete

4 Eg[Watch and Rename

4 1 Cnline bag

]

]

il

Export CAxdata...
_-|+ Export module labeling strips...

QM
F7

Ctrl+x 7

Ctri+C

Del
F2

.

(7) Right-click the device and click Properties;
PLC_T [CPU 1517-3 PN/DP]

10 tags || System constants

|| Texts |

Cemrnunication lead

system and clock memory

SIMATIC Memory Card
System diagnostics
PLC alarms

Web server

-

- -

Display
Multilingual support
Time of day

-

Protection & Security
OPCUA
General
b Server 9
» Client

4

b Systemn power supply

» Advanced configuration

11

[ﬂ[ﬂ[ﬂ[ﬂ[ﬂ[ﬂﬁ

ACtivate sec..

Server
»  General

]
T v 1w

Address
opc.tcp:i192.168.205.10:4840
opc.tcp:li192.168.1.1:4840

Accessibility of the server

10 E Activate OPC UA server

Server addresses

(<]

MName

Mo security

Basic256 - Sign

[+

Cancel |

oK |

Basic128Rsal15 -5ign
Basic12BRsa15 -Sign & Encrypt

Basic256 -Sign & Encrypt
Basic2565ha256 - Sign
Basic2565ha256 -Sign & Encrypt

)

(8) Open the general options;
(9) Select the OPCUA client;
(10) Check and activate the OPUA server to see the server address;

(11) With the page scroll down, configure the server security policy, select the security policy



supported by the server, can be configured according to the actual requirements;

* *» Userauthentication

(12) Configure server identity authentication, enable access customer authentication is

anonymous online. User and password authentication can also be enabled according to the
actual situation;

.

=G = L X = L] - | 3 — [L]i]searchin project= | 5

Project tree Add new server interface X

Devices

)

b 152 Wetch and force ebles Wimerace [

3 m Online backups

L3 E Traces

~ [i@ OPC UA communication
~ Li] Serverinterfaces

Devices & networks

» @ Device proxy data
@i Program info
L. PLC supervisions & alarms s necificatio
%) PLCalarm text lists |
» ti Local modules
» i Ungrouped devices
3 Eisau-iiy:eﬂ'mg:
» |98 Cross-device functions
3 Ei(k)mmondnh

» =T Documentation settings
|« | Details vie

(13) New server interface, select the server interface, set the name;
(14) Click OK to complete the new project;



Devices
=] Exportinterfoce | ) Consistency check B
OPC UA server interface OPC UA elements
i Devices & networks. Browse name Node type Local data Project data Data type
~ [ PLC_1 [CPU 1517-3 PN/DP] = ) @var ST st “HHRIR 1" "var ST 1 {88 Software units
Y Device configuration = ) @ var_STarmay.s ARRAY[0.1] of arra... “HIHRR 1" “var_ST_aray st 2 ~ gl Program blocks
%) online & diagnestics 23 = @ HEER Object 3 = ~ i@ #iEtk 1o81] HrigkR_1
» @ sofware units 24 = » <@ ver_Dword_amay ARRAY[0.10] of D... “#EbR 1" "var_Dword ars 4= ) <@ var_double_smay Armay[0.10] of LReal
» gl Program blocks 25 <Add new>  f—— 5 = b 40 var_Dword_array Armay[0..10] of DW.
» [ Technology objects 6 = 4 zh_string Wstring
b g} External source files 7 = @ varstring String
» (@ PLctags L 8 = @var_bool Bool
» L PLC data types 9 = var_dWord Dwiord
» 3l watch and force tables = @varword Ward
» [ig Online backups = @uwarint Int
b [ Traces = @ var_double LReal
~ (@ OPC UA communication = @ var_float Real
5 b @ ver_word_armay Array[0.5] of Word
= b <@ verint ammay Amayfo.5] of nt
= ) @ var_float aray Array(0.5] of Real
= b <@ verword amay2 Amayf0.5.0.5] of .
» [, Device proxy data = ) 40 var_int_aray2 Amay{0.5,0.5] of Int.
B} Program info = b @ var faot amay2 Arrayf0.5,0.5] of R
PLC supenisions &alarms = ) <@ var_bool_array2 Armayf0.5.0..5] of .
PLC alarm text lists 5 b @ var_bool_aray Array[0.5] of Bool
» (@ Local modules = ) @ ver_STarmay Amayl0.5] of st
» i Ungrouped devices = ) @ var_word_array_1 Arrayl0.2,0.5,0.5.
» 5§ Security settings = b @varsT st1
» [38 Crossdevice functions = ) 40 var_STaray_st Amayi0. 1] ofarray..
» [g# Commen data <] i L
[4]) Documentation settings |l Properties  [*iinfo

(15) Add data variables that need OPC UA communication, open the
select the variable from the right table to the left "<Add new>", that is,

OPCUA server interface,
add successfully, you can
press shift to select multiple variables;

(16) After compiling and downloading the PLC project, you can open the UaExpert tool to check

whether the UA server is configured.

B Projec . Sorver Vake Datatype  ource Temestam erver Timestam _ Statuscode
v B servers 1 SMancsT1s0000cuA ouble ek o dicloy valve ErtemionGbiect 141208517 Good
P MATIC 871 ouble cick 1o disolay value tenconObject 14120831 =
R SIMATICS7-1500,0PC-UAApplica §  SiNATIC 7-1300.08C-UA. uble cick 1o dicalay value 17 Good
v 1 Documents 4 SIMATICS7.1500.00C.UA- e Goad
9 Date Access ¥ S SIMATICS7-1300.09C-UA Iove fane.(aie.faise aine fuise Good
ata Access View § SIMATICS7.15000PCUA. ouble cick 1o disalay valve od
7 SIMATICS7-1300.09C-UA. Good
8 SIMATICS7-1300.09C-UA. Good
9 SIMATICS7.1300.0PC.UA. uble cick 1o disslay value Good
10 SIMATICS7.1500.0PC UA. Good
11 SIMATIC $7.1300.0 00000 Good
12 SIMATICS7.1300.0 Good
13 SIMATICS7-1300.0PC-UA. 00000 Goad
12 SIMATICS7.1300.0PC-UA. ouble cick 1o disolay value Goad
15 SIMATICS7.1500.0PC UA. Good
16 SIMATICS7-150009C.UA. 0 Good
17 SIMATIC $7.1500.09C-UA. 000000 Good
>} 18 SIMATIC.37.1300.0C-UA- Double ik to disolay value Good
19 SIMATIC £7.1500.06C UA. Double chck 1o disolay value Good
drans Spaes 8 x| 20 SIMATICS7.1300.04 Goad
o Mo Highlight

vor ST array
var ST an

vor dWord
vsr_double_array

-
a
@
o
@ varbool aray2
e
e
-
o
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